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COSO ICSR Executive Summary

Combining sustainability and
financial expertise is crucial
for effective management

The thought paper emphasizes value of internal controls
beyond financial reporting.

Framework expanded to include non-financial and
sustainable data.

Integration of sustainability and finance teams improves
reporting and data quality.

Internal controls foster value creation, ethical practices, and
responsible decision-making.

Shift towards sustainability and ESG reporting since 2017.
Companies implementing controls for sustainability
reporting.

Concern remain about the reliability & accuracy of
sustainable business information

To download the Original COSO ICSR Publication Visit:-
https.//www.coso.org/Shared%20Documents/COSO-ICSR-Press-Release.pdf
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Introduction and Background

The COSO Internal Control Integrated
Framework was developed in 1992 to
address fraudulent financial reporting

In 2013, the framework underwent a major revision,
> expanding its scope to include all forms of reporting,
including sustainability and ESG reporting

e Sustainable business information is increasingly accessible through software applications and
platforms.

e Companies integrate sustainable information with traditional performance metrics to identify risks
and opportunities and develop value creation strategies.

e Concerns remain about the reliability and accuracy of sustainable business information.

e The challenge is to establish an ecosystem that ensures accurate and reliable sustainable business
information.
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COSO Framework benefits Who benefits from COSO’s ICSR framework
e Alignment with purpose e Capital Markets
e Enhanced data quality e Public Policy Entities
e I[mproved decision-making e Customers
e Better risk management e Employees
e Increased market efficiency e Suppliers
e [mproved access to capital e BOD (Sr.Management)
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Organizations are increasingly focusing on establishing and maintaining
effective internal control systems for financial and sustainable business
information.

Cultivating a culture of
responsibility

Revisiting the

' interrelationship of purpose
and objectives

) Establishing a cross-
functional team

- !I Leveraging existing

Enabling technologies and /

KEY THEMES

Focus on decision
THANGES ¥ S

platform

G Y 9N

expertise and controls
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Components

1. Control Environment
f | \ f People held \

JHS

' r r Attract, develo
Commitment to ndependent St UCtE:- es, elop
integrity 30D reFor Ing and retain accountable
. ines, .
and ethical oversight authorities competent for internal
values people control

\ / \respoanns(ijbility /

4. Information & 5.Monitoring
Communication Activities

/ On going an/or

5.Control Activities

2.Risk Assessment

e (Clear objectives
specified

e Risk identified to
achievement of
objectives

e Potential for fraud
considered

e Significant changes
identified and

\ assessed

‘ ‘ ‘

/ Control activities

selected and
developed

e General IT controls
selected and developed

e Controls deployed
through policies and
procedures

/Ouallty information
obtained, generated and
used.

e Internal control
information internally

communicated

e |nternal control

/

information externally
communlcated

separate evaluatlon
conducted.

e |nternal control
deficiencies
evaluated and
communicated




JHS POINT OF FOCUS- 1.Control Environment

Demonstrating trustworthiness, public e Implementing a comprehensive framework.

interest, and sustainability to e Fostering a culture of respect and continuous improvement. Effective
stakeholders communication and follow-up on policies

Independent Board Oversight:
Aligning Internal Control with
Sustainable Business Objectives

e Apply relevant expertise to ensure adherence to sustainable business practices.
e Involving the board to ensure effective management checks and proper
resource utilization.

Establishes structures, authority, e The board and management collaborate to allocate responsibilities.
and responsibilities e Ensures the implementation of sustainable business practices
throughout the organization.

Demonstrates commitment Developing and nurturing sustainable business talent through
to competent human resources mentorship, training, and retention
Ensuring a sustainable business legacy through succession planning

Implementing measures to review individual performance records

Enforces Accountability Regularly re-evaluate performance targets and reward systems, and mitigate
potential risks
Ensure compliance and drive long-term sustainable business performance.




JHS POINT OF FOCUS- 2.Risk Assessment

Clear objectives enable organizations to
identify and evaluate associated risks
effectively.

|dentifies and analyzes risks to
meeting sustainable business
objectives

|dentifies and assesses
the risk of fraud

Operational activities: Establish an acceptable level of risk, effectively manage
sustainable business risks to safeguard financial performance, and allocate resources
strategically to achieve sustainable business goals

Internal reporting objectives:
eIndicates management’s choices
eConsiders a level of precision
«Portrays entity activities

External Financial Reporting Objectives:
e The Connectivity Between Sustainability and Financial Performance.
e Disclosing Information About Sustainability Practices (materiality).
o Reflects entity activities

External Non-financial Reporting Objectives:
e Ensuring Accuracy and Transparency in Sustainable Business Reporting
e Considers a level of precision and portrays entities activities

A comprehensive and effective risk analysis for sustainable business incorporates
internal and external factors considers input from all management levels
measures the impact of risks, and determines appropriate responses to mitigate them.

It is important to consider the various types of fraud by assessing incentives & pressures, opportunities,
as well as attitudes & justifications that may contribute to fraudulent activities.

*Assessing Changes in the external environment & Business Model.

e|dentifying changes in leadership.
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POINT OF FOCUS- 3.Control Activities

Selecting and Developing Control
Activities to Mitigate Risks

Selects and develops general controls
over technology

Situates oversight through policies and
procedures

Oversight activities and risk assessment require a tailored
approach that considers the unique characteristics of the
business, including relevant processes, a mix of control activity
types, the level at which activities are applied, and the
segregation of duties, to effectively mitigate risks and support
sustainable business objectives

Establishing technology infrastructure control activities, including
ensuring completeness, managing dependencies between technology
and business processes, implementing security management
processes, and controlling technology acquisition, development, and
maintenance processes, is crucial for maintaining an effective and
secure technological environment within an organization.

The importance of policies and procedures in responding to
risks, along with responsibility and accountability for their
effective execution, timely control processes, corrective action,
and competent personnel, all contribute to the establishment of
an effective control and oversight system within an organization.
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POINT OF FOCUS- 4. Information & Communication

Selecting and Developing Control
Activities to Mitigate Risks

The organization internally
communicates information

Communicates externally

Oversight activities and risk assessment require a tailored
approach that considers the unique characteristics of the
business, including relevant processes, a mix of control activity
types, the level at which activities are applied, and the
segregation of duties, to effectively mitigate risks and support
sustainable business objectives

Importance of Communicating Internal Control
Information Communicates with the board of directors
Provides separate communication lines

Selects relevant methods of communication

Communicate with External Parties about Oversight Systems
Enable Inbound Communications

Communicates with the board of directors

Provides separate communication lines

Selects relevant methods of communication
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JHS POINT OF FOCUS- 5.Monitoring Activities

Uses a combination of continuous monitoring and periodic reviews
Considers rate of change
Conducts continuous Builds a framework of understanding

monitoring Employs experienced staff
Connects to business processes alters the scope and frequency

Objectively evaluates

g e Evaluates results
SIS AN [EpRiE e Communicates shortcomings

WEELGQENER e QOversees corrective actions
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COSO ICSR Insights

Culture, Ethics, and principles are the
foundation for effective controls.

Trust, accountability, and transparency are
crucial for sustainable business information.
Following COSO principles promotes trust,
transparency, and reliability.

Audit committee focuses on financial
reporting but it may also have to focus on
sustainability.

Building cross-disciplinary approach involving
various functions will be effective for
sustainability growth.

Organizations may create new functional roles
such as “sustainability CFO” or “ESG
controller”. Understaffing sustainable business
teams creates risk.

Cross functional collaboration is necessary.

Consider adaptability, innovation and long

term thinking when hiring.

Challenges in finding individuals with
combined understanding of sustainable
business and financial reporting.

Educating employees on the importance of
sustainable business data is crucial.
Accountability is important in enforcing
internal control responsibilities.

Budgeting resources for effective structures
and oversight activities.

Excessive pressure on achieving targets can

divert resources and increase risks.
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Disclaimer

Insights help you sharpen your Governance, Risk, and Compliance Knowledge Issued by: Knowledge Management team of JHS
This summary of COSO (ICSR) publication received by you as you are an existing or past client or employee of JHS or acquaintance of JHS. This synopsis is
prepared with due care and research from publicly available sources on the internet; however, this is not an advice or a substitute for advice. Each client
circumstance, facts and case are unique and may require study of applicable law and detailed examination of facts for a suitable remedy. This synopsis is

prepared in good faith and with the sole intention of updating the reader with the importance of COSO (ICSR).

This Publication is solely for education and awareness purposes.

Gy O Y



JHS Offices

Ahmedabac " Delhi

504, 306, DLF Centre,
Savitri Cinema

206, Shital Varsha,
Shivranjani Cross Road,
Satellite,
Ahmedabad 380015

Suite2, 2nd Floor,
Stepsmart
Kundhalanahalli

Shop No. 11 & 12,
Regency Avenue,
Syndicate,
Murbad Road, Kalyan
(W)- 421301

| Kolkata | Mazagaon |  Mumbai | Vadodara

Suite no 402, 4 th Floor, Grglng FLEer, ShOP No. 504, 5th Floor, 4th Floori Lila Chambers,
Vardaan Complex, 25 A 11A, 345,New Sai Niketan l:lofus Prldiz IJ’ Park Par.t
Camac Street, Kolkata CHS Ltd., Dr. Mascarenhas C”. Block “E”, Sarabhai

Complex, GK II,

Bangalore 560037 New Delhi 110048

Sahar Plaza Complex,
Meadows,

Road, Mazgaon,
Mumbai 400010

Compound, Vadiwadi,
Vadodara 390023

J B Nagar, Andheri East,
Mumbai 400059

700016

Associates Presence : Chennai, Cochin, Daman, Diu, Hyderabad, Indore, Vapi




